THE UNIVERSITY OF CHICAGO

SCALABLE MULTI-LEVEL ERASURE CODING IN HIERARCHICAL DATA CENTERS

A PROPOSAL SUBMITTED TO
THE FACULTY OF THE DIVISION OF THE PHYSICAL SCIENCES
IN CANDIDACY FOR THE DEGREE OF
DOCTOR OF PHILOSOPHY

DEPARTMENT OF COMPUTER SCIENCE

BY
MENG WANG

CHICAGO, ILLINOIS
2022



TABLE OF CONTENTS

LIST OF FIGURES . . . . . . e e e s s e, 1i1
LIST OF TABLES . . . . . . e e e s v
ABSTRACT . . . . %
1 THESIS STATEMENT . . . . . . . . e e e e e e 1
2 INTRODUCTION . . . . . e e e e s e e s s 2
3 BACKGROUND . . . . e 6
3.1 Replication . . . . . .. e 6

3.2 RAID and Erasure Coding . . . . . . . . . . . ... . 6

3.3 Chunk Placement: Clustered vs. Declustered EC . . . . . . .. ... ... .... 7

3.4 Local vs. Network SLEC . . . . . . . . . . . . 8
3.5 Locally Repairable Coding . . . . . . .. . .. ... ... ... .. . 9

3.6 Nested RAID . . . . . . . . e e 11

4 MLECDESIGN . . . . . . e 13
4.1 Architecture . . . . . . . . . e e e 13
4.2 Chunk Placement . . . . . . . . . . . e e 14
43 Encoding . . . . . . .. e e 15
4.3.1 Where Does EncodingHappen . . . . . .. ... ... ........... 15

432 Top-level Chunk Size . . . . . . . . . . .. ... 16

4.4 Update . . . . . . . o e e e 17

4.5 Repair . . . . . . e e e e 18
4.5.1 Iflocal does clustered erasure . . . . . . . . . . . . oo 18

4.5.2 Iflocal does declustered erasure . . . . . . . . . . . . ... ... 19

4.6 MLECvs. LRC . . . . . e 19

5 MODELING DATA DURABILITY . . . . . . . . . e e e e 22
6 SIMULATOR DESIGN . . . . . . o e s e e s s 23
7 EVALUATION . . . . . e e e e e e s 24
8 RESEARCH PROGRESS AND PLAN . . . . . . . . e e e e 25
REFERENCES . . . . . . e e 26

il



2.1

22

3.1

3.2

4.1

4.2

4.3

4.4

4.5

5.1

LIST OF FIGURES

Storage scaling over the years. The figures show (a) the increasing number of drives
managed in Backblaze and US DOE laboratories and (b) per-drive capacity over the
last 15 years. . . . . . . . e e e e e 3
Tradeoffs. The figures show the relationships between (a) capacity overhead/parity
size and durability and (b) storage array width and the CPU overhead/parity compu-
tation throughput given a constant parity space overhead. . . . . . . ... ... ... 4

Logical Erasure Workflows and Physical Layouts of SLEC. The upper figures
show the logical flow and parity generation when new data is stored. Rounded rect-
angles represent the controllers within each enclosure, and cylinders represent their
drives. The lower figures show the resulting physical layout in an exemplaryy data
center. All figures use colors to indicate the type of data being stored: blue for the
original user data, and orange for the parity computed from that data. For the pur-
pose of elucidation, not all elements are shown in each figure. For example, servers
are not shown in the physical layouts, and not all enclosures are shown in the logical

flows. Each is configured such that all have the same capacity overhead (40%). . . . 8
Locally repairable coding (LRC). The figures illustrate the workflows of different
LRC approaches including (a) Azure-LRC (b) optimal-LRC (c) Combined Locality. . 10

MLEC Architecture. The upper figures show the logical flow and parity generation
when new data is stored. The lower figures show the resulting physical layout in an
exemplary data center. . . . . . . ... e e e e e e 13
Tradeoff for Different Chunk Placement Policies in local-only SLEC. The figure
illustrates the tradeoff between repair speed and fault tolerance for different chunk

placement policies in local-only SLEC. . . . . . . . . . ... . ... .. ....... 15
Encoding design. (a) Encode with large chunks in network erasure (b) Encode with
small chunks in network erasure . . . . . . . . . . .. .. e 16

Logical Flow of CL-LRC(19,12,3,5). The figure illustrates the logical flow of Com-

bined Locality (19,12,3,5), which divides 12 data chunks into 4 groups of size 3. Each
group computes one local parity. 3 global parities are computed. The total 19 chunks

are distributed into 5 racks. . . . . . . . . L e 20
Global(network) parity encoding for CL-LRC and MLEC. The figure illustrates

the difference in network(global) parity encoding computation between CL-LRC(19,12,3,5)
and MLEC (4+1)/(3+1). For simplicity, we don’t show the encoding coefficients in the
figure. Instead, we use different operation symbols to illustrate that different parities

are encoded using different computations. . . . . . . ... oo e e 21

Markov Chain of System States. An erasure-coded system has S storage devices.
Each storage device fails at the respective constant rate of A. When failures happen,
the failed disk is repaired at a specific repair rate [L. The system can tolerate at most
k failures. At k+ 1 failures, data has been lost (DL). . . . . . .. ... .. ...... 22

il



2.1

8.1

LIST OF TABLES

Trends and Implications. Horizontal arrows do not necessarily indicate no growth
in absolute numbers but rather that any observed change is effectively flat relative to
the others. . . . . . . . . e e e e e 2

Researh Progressand Plan. . . . . . . .. .. ... ... .............. 25

v



ABSTRACT

Storage systems require data redundancy strategies to protect data from drive failures. As the sheer
size, scale, complexity, and layering of distributed mass-capacity storage continue their unabated
growth, both the frequency of drive failures and the time to rebuild a failed drive are growing.
Therefore, data durability approaches must continue to evolve.

Existing storage systems mostly adopt single-level erasure coding (SLEC) to protect data, ei-
ther using network-only SLEC or local-only SLEC. However, both SLEC approaches have limi-
tations, as network-only SLEC introduces heavy network traffic overhead, and local-only SLEC
cannot tolerate rack failures. Moreover, the typical ways to improve the durability of SLEC intro-
duce either higher capacity overhead or slower encoding throughput.

Accordingly, we herein propose to study multi-level erasure coding (MLEC), which is a hybrid
between the two existing SLEC approaches. We envision that MLEC will provide a better tradeoff
between durability, capacity overhead, encoding/decoding CPU overhead, repair overhead (net-
work traffic and rebuild 1O), and update overhead.

In this project, we propose to (1). study the detailed design of MLEC, (2). build a mathematical
model to compute durability for both SLEC and MLEC, (3). develop a simulator to simulate the
failures and repairs of drives in large hierarchical data centers with different erasure approaches,
(4). evaluate and compare the durability and overheads of SLEC, MLEC, and other erasure ap-

proaches under independent failures and correlated failure bursts.



CHAPTER 1

THESIS STATEMENT

Erasure coding approaches trade capacity overhead and encoding computation overhead for dura-
bility. We propose multi-level erasure coding (MLEC), which we envision to have a better tradeoff
between durability and overheads than existing single-level erasure coding (SLEC) approaches.
We study the design choices of MLEC. We prove the benefits of MLEC by building a Markov
Chain model and developing a Monte Carlo simulator to measure the durability and overheads of
SLEC, MLEC, and other erasure approaches. We evaluate MLEC and SLEC under both indepen-

dent failures and correlated failure bursts to show the benefits of MLEC.



CHAPTER 2

INTRODUCTION

Storage systems need data redundancy mechanisms to protect data from the inevitable failures
in data centers. Ever since computer data has been stored, two trends have been constant: the
continued growth of the total number of storage devices used in a data center system (as shown
in Figure 2.1(a)) and the complementary growth of the amount of capacity per individual device
(Figure 2.1(b)). Despite these changes, the fundamental contract between storage and user, that
a piece of data stored can be retrieved at an arbitrary future date without corruption, remains the
same.

However, as the sheer size, scale, complexity, and layering of distributed mass-capacity storage
continue their unabated growth, redundancy strategies must continue to evolve. The fundamental
problem, summarized in Table 2.1, is that both the frequency of drive failure and the time to rebuild
a failed drive are growing: a new durability approach is needed.

Due to the high capacity overhead of replication, most systems today use parity [34]. To
improve rebuild times at scale, parity is typically declustered [8, 9, 20, 31, 41] such that every stripe
of data, along with its associated parity, is distributed across a random (typically algorithmically
pseudorandom) set of devices such that the number of devices participating in the rebuild is higher
than would be the case in classic RAID systems. Finally, RAID systems which can tolerate the loss
of up to two device failures (i.e. RAIDG6 [6]) have largely been replaced by more flexible erasure

coding systems which can tolerate additional failures.

Trends Implications
HDDs / system T Failures / day / system 1)
Capacity / HDD T Rebuild work / failure 1)

Failure rate / HDD <= | Feasibility of
Performance/ HDD <= Existing Approaches ||

Table 2.1: Trends and Implications. Horizontal arrows do not necessarily indicate no growth
in absolute numbers but rather that any observed change is effectively flat relative to the others.
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Figure 2.1: Storage scaling over the years. The figures show (a) the increasing number of drives
managed in Backblaze and US DOE laboratories and (b) per-drive capacity over the last 15 years.

Thus far, most of the innovations in RAID and erasure coding have been in single-level protec-
tion strategies [13, 16, 17, 25, 27, 29, 35, 36, 37, 48, 49]. In these systems, a stripe of data is split
into k data chunks, p parity chunks are computed, and these (k+ p) chunks are stored in different
storage devices. When a device holding one of these chunks fails, the lost chunk can be restored
from computation on the surviving chunks. Any (k+ p) erasure can tolerate up to p device failures
without data loss.

There are several primary metrics by which durability mechanisms are evaluated: durability,
capacity overhead, encoding/decoding CPU overhead, repair overhead (network traffic and rebuild
10), and update overhead. Problematically, the typical ways to improve durability increase one,
or several of the overheads. As storage systems continue to scale in width and individual device
capacity, existing erasure strategies that attempt to balance these metrics will hit a fundamental
limitation.

To illustrate this problem, we quickly evaluate the tradeoffs among three metrics mentioned
above: durability, capacity overhead, and encoding computational throughput. To increase dura-
bility, one can increase the ratio of parity to data; as shown in Figure 2.2(a), a (54 2) coding
(~29% capacity overhead) will deliver higher durability than a (6 + 1) coding (~14% capacity
overhead) system but requires higher capacity overhead.

Alternatively, durability can be increased by adding more parity without increasing capacity

overhead if the ratio between data and parity is not changed. For example, (5+2), (10+4),
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Figure 2.2: Tradeoffs. The figures show the relationships between (a) capacity overhead/parity
size and durability and (b) storage array width and the CPU overhead/parity computation through-
put given a constant parity space overhead.

and (20 + 8) all have the same capacity overhead (i.e. 29%) but each provides respectively higher
durability. Unfortunately, this increased durability comes with a steep price: the higher the value
of k, the slower the computational throughput to perform the required erasure calculations. This
can be seen in Figure 2.2(b), which shows throughput drops by ~5x from a (10 -+ 4) stripe to a
(30 + 12) stripe.

Conversations with our industry partners reveal growing anxiety about mass-capacity data stor-
age. As the Internet of Things produces an ever growing number of data streams, machine learning
has emerged as a practical mechanism by which to extract actionable and monetizable insights
from these ever larger data sets. However, economically efficient storage of this data with an ac-
ceptable risk of loss is quickly growing difficult. On multiple occasions, we have heard from our
industry partners that their customers are facing increasingly challenging and disappointing vic-
timization decisions as they are reluctantly forced to discard data that they can no longer afford to
store.

These trends and these tradeoffs reveal the need for the next evolution of durability mechanisms
as existing SLEC systems are quickly losing their ability to sufficiently protect data with reasonable
capacity and CPU overheads. Thus, we want to address the following research questions: Is there
an erasure coding strategy that can deliver better durability at similar or lower overheads (as

illustrated respectively by the “?” marks in Figures 2.2(a)) and 2.2(b))?
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To address this, we introduce a new approach of data durability: multi-level erasure coding
(MLEC).

First, we describe the MLEC architecture as a hybrid approach between two existing SLEC
approaches: local-only SLEC as is used in HPC file systems [12, 18, 30], and network-only SLEC
as is used in typical cloud systems [7, 15, 38, 39] and at least one HPC file system [47]. We will
study the design details of MLEC, including data encoding, update and repair.

Second, we will build a mathematical model to compute the durability for different erasure
coding approaches.

Third, we propose to develop a simulator to simulate the behaviors of different erasure ap-
proaches under drive failures. We will use the simulation results to validate our mathematical
model.

Finally, we will evaluate and compare MLEC with other erasure approaches. We will use
the Intel tool ISA-L [3] to measure the CPU throughput of encoding computations, and use the
simulator and math model to measure other metrics, including durability, repair cost and update
cost. We will evaluate these metrics against both independent disk failures and correlated failure
bursts. We will analyze the tradeoffs between all these metrics. We envision that this combination
of model, simulator, and empirical measurements will give us results showing that MLEC systems

can provide more data durability at comparable overheads than existing SLEC systems.



CHAPTER 3

BACKGROUND

Here we briefly introduce the existing data redundancy approaches and their limitations.

3.1 Replication

The most straightforward way to protect data durability is replication [40], which makes multiple
copies of the same data and distributes them across different disks. When a disk fails, its data can
be recovered by reading from the copies in other disks. However, the price is the high storage
overhead. For example, the commonly used 3-way replication requires 3x storage space as the

original data.

3.2 RAID and Erasure Coding

Since replication introduces high storage overhead, nowadays many systems use parities to protect
their data [34]. For example, the conventional RAIDS [5] systems use one parity per stripe and can
tolerate any single device failure, and RAID6 [6] systems can tolerate up to 2 device failures by
using 2 parities. In order to be more flexible and tolerate additional failures, many storage systems
have started to use erasure coding (EC) [46].

In EC systems, a stripe of data is split into k data chunks, based on which p parity chunks are
computed. These (k+ p) chunks are distributed into different storage devices. When one device
fails, the lost chunks can be reconstructed from computation on the surviving chunks. Any (k+ p)
erasure can tolerate up to p device failures without data loss. The conventional RAIDS systems

utilizes (k+ 1) erasure and RAIDG6 systems uses (k +2) erasure.



3.3 Chunk Placement: Clustered vs. Declustered EC

When distributing chunks into storage devices, there are two typical kinds of data placement
schemes: clustered and declustered.

In order to better illustrate the difference between clustered and declustered erasure, let’s start
with an example. Let’s assume we want to do (9 + 1) erasure among 100 drives.

In clustered erasure, we divide the 100 drives into 10 groups, each containing 9+ 1 = 10 drives.
Every stripe is assigned to a specific group, and the (9 + 1) chunks are distributed among the 10
drives. A stripe either has no chunk in a group, or has all the chunks residing in the group. When
a drive fails, we read from 9 surviving drives to reconstruct the lost data and write to a new spare
drive. Only 10 drives participate in the rebuild, and the rebuild rate is bottlenecked by the single
drive’s read/write rate.

When using declustered erasure [2, 10, 19], every stripe is distributed across 10 pseudorandom
drives. Each drive has some spare space where no data nor parity is stored. When a drive fails, it has
a huge number of lost chunks on it. For each lost chunk, 9 pseudorandom surviving drives are read
to reconstruct it, and the reconstructed chunk is written to the spare space on one pseudorandom
drive. Since there are a huge number of lost chunks, the total build work is spread across all 99
surviving drives, and therefore the rebuild rate is much faster than that of clustered erasure.

The price for the faster rebuild is the less tolerance against concurrent failures. For example,
if drive 1 and drive 99 fail simultaneously, in clustered erasure, the system is recoverable since
the two failed drives belong to two different drive groups. In declustered erasure, however, due
to its pseudorandom placement scheme, some stripes have chunks on both failed drives, and these

2-chunk-failure stripes can no longer be restored using (9 + 1) erasure.



3.4 Local vs. Network SLEC

Many distributed storage systems today use declustered erasure and are built with similar hardware.
Clients send and receive data from servers which, in turn, send and receive data between themselves
and distributed storage enclosures. Storage enclosures are typically between four and five rack
units high and contain around 100 drives. These enclosures contain controllers which either act
merely as a path to the individual devices or add a degree of virtualization.

There are two existing single-level erasure coding (SLEC) approaches: network-only SLEC
and local-only SLEC. To describe them, we imagine a data center that has five racks of storage,

each holding two enclosures, each holding fourteen storage devices.

T(l) (1)

? (2) Compute P1 & P2

(b) Flow of SLEC Local (3+2)

0000000 0000000 0000000 0000000 0000000 0000000 0000000
0000000 o0 0000 0000000 0000000 0000000 0000000 0000000
Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0
0000000 0000000 0000000 0000000 0000000 0000000 0000000

0000000 0000000 0000000 0000000 (0000000 0000000 0000000 0000000 0000000

Enclosure 1 Enclosure [ Enclosure [ Enclosure 1 Enclosure 1 Enclosure [ Enclosure 1 Enclosure 1 Enclosure 1 Enclosure 1

Rack 0 Rack 1 Rack 2 Rack 3 Rac Rack 0 Rack 1 Rack 2 Rack 3 Rack 4
(c) Resulting Layout of SLEC Network (3+2) (d) Resulting Layout of SLEC Local (3+2)

Figure 3.1: Logical Erasure Workflows and Physical Layouts of SLEC. The upper figures
show the logical flow and parity generation when new data is stored. Rounded rectangles represent
the controllers within each enclosure, and cylinders represent their drives. The lower figures show
the resulting physical layout in an exemplaryy data center. All figures use colors to indicate the
type of data being stored: blue for the original user data, and orange for the parity computed from
that data. For the purpose of elucidation, not all elements are shown in each figure. For example,
servers are not shown in the physical layouts, and not all enclosures are shown in the logical flows.
Each is configured such that all have the same capacity overhead (40%).

As exemplified in Figure 3.1(a), a network-only SLEC server splits received data into three
8



data chunks, computes two parity chunks, and then distributes those chunks across enclosures
by sending them to the controllers, which forward the data to the requested devices [7, 15, 38,
39]. Because racks and enclosures are well-known failure domains, typical network-only systems
ensure a layout such that no stripe has more than p chunks per rack or enclosure.

In Figure 3.1(c), we show a typical layout in which each chunk is stored in a different rack and
no one rack has more than one chunk. In this way, the system minimizes the number of chunks
lost in any one stripe when a rack fails. Note that we assume that all approaches use declustered
erasure such that the placement shown in the figures is only for one particular stripe of data. Other
stripes will have different layouts (i.e. will be stored on different devices). The enclosures used in
network-only architectures are often referred to as JBOD (just a bunch of disks).

The second SLEC approach, local-only SLEC uses RBOD (reliable bunch of disks) instead
of JBOD [12, 18, 30]. An RBOD, which is typically created using erasure firmware running on
the controller, appears to the upper-level system as a very large drive. However, internally it is
protecting data using erasure. As shown in Figures 3.1(b) and 3.1(d), a client sends data to a
server, and that server passes the data directly to an RBOD controller, which then splits the data,
computes the parity, and stores the five resulting chunks onto five of its drives.

Note that the work performed is fundamentally the same in both SLEC approaches with only
two small differences. One is whether a server or a controller does the splitting, computing, and
distributing, and the second is whether the distribution is done across enclosures or within a single
one.

Also note that local-only SLEC does not protect data from rack or enclosure failures. Network-

only SLEC does tolerate rack failures, but the repair introduces heavy network traffic.

3.5 Locally Repairable Coding

In (k+ p) erasure coding, repairing any lost chunk requires reading & surviving chunks from other
disks. When £ is large, the repair becomes IO-intensive and computation-intensive. Locally Re-

9
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Figure 3.2: Locally repairable coding (LRC). The figures illustrate the workflows of different
LRC approaches including (a) Azure-LRC (b) optimal-LRC (c) Combined Locality.
pairable Coding (LRC) deals with this problem by adding local parities.

For example, in (n,k,r) Azure-LRC [22], k data chunks are divided into [k/r] local groups.
Each local group contains r data chunks, and one local parity is computed. Meanwhile, it encodes
n—k— [k/r| global parity chunks using all data chunks. This results in n chunks in total per stripe.
When a data chunk or local parity is lost, it can be reconstructed by reading only r surviving chunks
in the same local group. Figure 3.2(a) shows an example of LRC (8,4,2), which has 4 data chunks,
2 local parities, and 2 global parities.

Note that the repair of global parities in Azure LRC still requires reading k surviving chunks.
Such LRC:s are referred to as data-LRCs [26]. On the other hand, full-LRCs can repair any chunk
(including the global parity chunk) using » surviving chunks.

Optimal-LRC [43] is a typical full-LRC, where all data chunks and global parity chunks are
divided into local groups of size r, and each local group has one local parity. For example, Figure
3.2(b) shows optimal-LRC (9,4,2).

10



Note that Azure-LRC distributes each chunk of a stripe into a different rack. By doing this, it
can tolerate rack failures. However, the repair of any lost chunk will introduce cross-rack network
traffic.

Azure-LRC+1 [26], in the evaluation, first tried to place a local group in a rack to reduce
cross-rack repair network traffic.

Combined locality (CL) [21] first systematically explores how to deploy LRC in a rack-hierarchical
structure in order to reduce network traffic. In CL (n, &, r,z), they added a new parameter z to denote
how many stripes to place a stripe. For example, Figure 3.2(c) shows CL (8,4,2,3) which distributes
the 8 chunks into 3 racks. In this example, repairing data chunks or local parities requires O net-
work traffic. Repairing the global parity chunk, however, requires 4 chunks of cross-rack network

traffic cost.

3.6 Nested RAID

Nested RAID, also known as hierarchical RAID, or 2D RAID, combines two RAID levels to
increase durability [11]. For example, RAID 55 performs RAID 5 at the top level, and another
RAID 5 at the bottom level. Many works have been done to analyze the reliability and performance

of nested RAID [11, 28, 33, 42, 44, 45]. However, some critical questions remain to be answered:

1. All the published works consider deploying nested RAID in a local disk group. How-
ever, none has considered a rack-hierarchical data center, where rack failures can happen,
and cross-rack network bandwidth is much more expensive and constrained than inner-rack

bandwidth.

2. Among the published works, only OI-RAID [28] considered declustered parity. They dis-
cussed how to apply declustered parity in RAID 55. However, they didn’t perform a detailed

analysis of the durability of declustered nested RAID.

3. As mentioned earlier, the increased durability in erasure coding always introduces one or
11



more overhead costs, including capacity overhead, CPU throughput cost, update cost, etc.
However, no published work has compared the durability of nested RAID with normal RAID

under similar overheads or vice versa.

4. In massive storage systems, correlated failures can happen [14, 32]. However, no published

work has analyzed the reliability of nested RAID against correlated failure bursts.

Therefore, we will try to answer these questions in our research.

12



CHAPTER 4

MLEC DESIGN

4.1 Architecture

(a) Flow of MLEC (4+1)/(3+1)

0000000 0000000 0000000 0000000
0000000 0000000 0000000 0000000
Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0 Enclosure 0
0000000 0000000 0000000 0000000 0000000
0000000 0000000 0000000 0000000 0000000
Enclosure 1 Enclosure 1 Enclosure 1 Enclosure 1 Enclosure 1
Rack 0 Rack 1 Rack 2 Rack 3 Rack 4

(b) Resulting Layout of MLEC (4+1)/(3+1)
Figure 4.1: MLEC Architecture. The upper figures show the logical flow and parity generation
when new data is stored. The lower figures show the resulting physical layout in an exemplary
data center.

We propose multi-level erasure coding (MLEC) architecture (shown in Figure 4.1(a)), which is
a combination of the two SLEC approaches. In MLEC, a server receiving data splits that data into
chunks, computes parity chunks, and then distributes those, in a rack-aware layout, across enclo-
sures. Each enclosure, an RBOD, takes the data it receives, further splits it, computes additional
parity, and then stores those subchunks across its internal drives.

Note that an RBOD receiving a chunk from the server might be receiving a data chunk, or
it might be receiving a parity chunk. An RBOD receiving a data chunk will split it into data
subchunks and add parity subchunks, whereas an RBOD receiving a parity chunk will split it into

parity subchunks and add double-parity subchunks. Note that an RBOD is unaware whether the
13



chunk it receives is data or parity, but we describe this nonetheless to illustrate the precise flow of
data, parity, and double-parity through the system. We use (k+ p) to describe SLEC systems and
(kn+ pn)/ (k¢ + py) to describe MLEC systems where the n and [ stand respectively for “network”
and “local”.

A (kn+ pn)/(k; + p;) MLEC can tolerate any (p; + 1) % p, + p; arbitrary failures. This is
because in order to cause an MLEC system to fail, the storage system needs at least p, + 1 rack
failures, and each rack failure requires at least p; + 1 disk failures in that rack. Thus at least
(p;+1) % (pn+1) disk failures are required to cause the MLEC system to fail.

While there are at least three production MLEC systems today: LANL MarFS [23], Seagate
CORTX [4], and NetApp StorageGrid [1], none have published any detailed analysis of MLEC
design. Therefore in our research, we will introduce the current designs in production and discuss

possible design improvements.

4.2 Chunk Placement

When implementing local erasure, we can choose to use clustered erasure or declustered erasure.

As is shown in Figure 4.2, clustered erasure uses deterministic chunk placement, which results
in more concurrent failure tolerance but slower repair speed. On the other hand, declustered uses
random chunk placement, which leads to faster repair speed but less concurrent failure tolerance.
Existing production MLEC systems like LANL MarFS and Seagate CORTX both use declustered
erasure locally.

Single-overlap Declustered Parity (SODP) [24] is an extension to declustered erasure, which
increases its concurrent failure tolerance by reducing the randomness in its placement. For ex-
ample, suppose we are doing 4 + 1 among 50 disks. When using declustered parity, there are
C(50,5) = 2118760 possible ways to place a stripe of 5 chunks. SODP reduces the randomness by
using only 120 possible placements.

SODP is proven to provide a better tradeoff between repair rate and concurrent failure tolerance

14
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Figure 4.2: Tradeoff for Different Chunk Placement Policies in local-only SLEC. The figure
illustrates the tradeoff between repair speed and fault tolerance for different chunk placement
policies in local-only SLEC.

in local-only SLEC [24]. However, it’s unknown how it should be applied to MLEC (should we
apply SODP in network-level erasure or local-level erasure or both?) and how it performs in

MLEC. Therefore, we will analyze and evaluate it in our research.

4.3 Encoding

4.3.1 Where Does Encoding Happen

In MLEC, we need to perform two levels of encoding, and there are two ways to arrange the

encoding work:

1. We can let the top-level server perform top-level encoding, and let the bottom local controller
perform local-level encoding. The benefit is the easy deployment. Since many production
storage systems already use RBODs which contain a local encoding controller, we can build

MLEC on top of these RBODs and thus take advantage of these controllers.

2. We can also let the top-level server perform both top-level and bottom-level encoding. The
benefit is that we may make use of the data locality in the cache and thus speed up the overall

encoding throughput.

Currently, both LANL MarFS and Seagate CORTX use the first method. We will want to
evaluate and compare it with the second method in our future research.
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(a) Encode with large chunks at the network level  (b) Encode with small chunks at the network level

Figure 4.3: Encoding design. (a) Encode with large chunks in network erasure (b) Encode with
small chunks in network erasure

4.3.2 Top-level Chunk Size

Both Seagate CORTX and LANL MarFS treat the bottom-level disk group as a ”giant disk”. Thus,
the top-level server has no knowledge of the bottom-level erasure. When a stripe of data arrives,
it’s first divided into large chunks, and top-level erasure is performed. The large chunk is further
divided into small chunks, and local-level erasure is performed. Figure 4.3(a) shows an example
for (441)/(4+1).

Encoding large chunks in network erasure may have several potential disadvantages:

* When we update a single small device chunk Al, we need to update the corresponding
network parity. If we use large chunks in network-level EC, we will need to transfer the

large chunk Ajey — A, cross-rackly, which is unnecessary.

* Similarly, when A1 and A2 are lost, they must be repaired via network-level erasure. In this

case, we need to treat the large chunk A as lost and read B, C, D, P from other racks to
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compute A. However, this involves unnecessary work because A3 and A4 are still alive and

don’t require reconstruction.

Actually, it’s not unnecessary to encode large chunks in network-level erasure. As is shown in
figure 4.3(b), before doing network erasure coding, we can first divide each large chunk, e.g., A,
into small chunks A1, A,, A3, A4. Then we perform network level erasure coding on Ay, By, Cj,
D and get P;. Similarly we can get P, P3, Py.

When using the same encoding matrix, the parity values of small chunk erasure coding [P1, P2,
P3, P4] are the same as the parity value of large chunk erasure coding P. Thus, using small chunks
for network erasure encoding doesn’t affect the encoding result.

Encoding with small chunk size is advantageous because:

* When we want to update the network parity for a single small device chunk A, we only

need to transfer the small chunk Ay ey, — A1 14

 Similarly, when A and A, are lost, we can reconstruct them directly with less network traffic

and computation overhead.

4.4 Update

When we update a chunk A, we need to also update the corresponding local parity Ap, network
parity Pj, and double parity Pp.

In order to perform the update, we compute the delta Ay ¢, —Aj 74- Then the local parity Ap
can be updated as Ap ey = Apjq + o - (Al,new _Al,old)’ where o is the corresponding encoding
coefficient in local erasure. This method doesn’t need to read A, A3, A4 and the computation is
simple.

Similarly, P can be updated as Py ye, = Py g1q + O - (Al,new _Al,old)’ where « is the cor-
responding encoding coefficient in network erasure. The update of network parity requires one

chunk of cross-rack traffic.
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And Pp can be updated as Ppyew = Ppoig+ 0 - (Pl pew — Pi o1d)

Therefore, each data chunk update only requires 1 chunk of cross-rack network traffic.

4.5 Repair

When no more than p; disks fail in a disk group, the repair is straightforward: each lost chunk can
be repaired by reading k; surviving chunks in the same disk group and performing local erasure
without any network traffic.

When more than p; disks fail in the group, we need to perform network repair. And we will
have several repair options.

Let’s take MLEC (4+1)/(3+ 1) in Figure 4.1(a) as an example. When only disk A fails, it
can be repaired locally and we say the affected stripes are in the degraded state. When there are

two disk failures Ay, A, in the local disk group A, we need to repair them using network erasure.

4.5.1 Iflocal does clustered erasure

If the local level deploys clustered erasure, then there are several options on how to perform net-

work erasure:

1. Treat the whole disk group as failed, and reconstruct the entire disk group using network

erasure.
2. Only repair the failed two disks. Repair all the failed stripes using network erasure.

3. Repair all failed stripes to degraded (i.e., only repair one chunk for each stripe). Later each

degraded stripe can be repaired locally.

Method 1 will definitely require the most network traffic, and method 3 will require the least
network traffic. However, it’s unknown which method provides the most durability. Therefore, we

will need to evaluate these 3 methods in the future.
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4.5.2 Iflocal does declustered erasure

If the local level adopts declustered erasure, the repair method options are similar to clustered
erasure. However, note that when two disks A, A, fail, not all the stripes related to A, A, fail.
Most affected stripes only have one chunk failed, either residing on A or A,. These stripes are in
the degraded state and can be repaired locally. Only a few stripes have chunks both on A; and A».
These stripes are critical stripes that require network-level repair. Once these critical stripes are
repaired, the disk group can repair itself locally.

Thus, now we have 4 different repair choices:

1. Treat the whole disk group as failed, and reconstruct the entire disk group using network

erasure.
2. Only repair the failed two disks. Repair all the affected stripes using network erasure.

3. Repair all critical stripes to healthy using network erasure. Other degraded stripes can be

repaired locally.

4. Repair all critical stripes to degraded (i.e., only repair one chunk for each stripe). These

repaired-to-degraded stripes, along with other affected stripes, can be repaired locally.

Currently, Seagate CORTX utilizes the 1st method as it’s easy to implement and deploy. How-
ever, if we compare the repair network traffic for these methods, it should be method 1 > method 2
> method 3 > method 4. Further analysis needs to be made to evaluate and compare the durability

of these 4 repair options.

4.6 MLEC vs. LRC

Readers may be confused what’s the difference between MLEC and LRC, as they both have local

parities and network parities (in LRC they are called global parities.)
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Figure 4.4: Logical Flow of CL-LRC(19,12,3,5). The figure illustrates the logical flow of
Combined Locality (19,12,3,5), which divides 12 data chunks into 4 groups of size 3. Each group
computes one local parity. 3 global parities are computed. The total 19 chunks are distributed into
5 racks.

The major difference is how the network (global) parities are computed.

For better illustration, let’s still use (4+1)/(3+ 1) in Figure 4.1(a) as an MLEC example. For
the LRC example, let’s consider CL-LRC (19, 12, 3, 5) as is shown in Figure 4.4, which has 1
local parity per 3 data chunks, and 3 global parities per 12 data chunks, with a total 19 chunks

distributed into 5 racks.

In CL-LRC, the global parity P; is a linear combination of all the 12 data chunks, which

requires 12 multiplications and 12 additions:

Py =0 1A+ @ A2 + 0 343+ By 1By + B1 2By + B3B3+

7.,1C1 +%12C + 71 3C3 + 61,1D1 + 61 2D2 + 61 3D3

In MLEC, on the other hand, the network parity Pj is a linear combination of 4 data chunks,

which requires only 4 multiplications and 4 additions:
Py = aA;+ BBy +7YCy + 6D

The detailed computation difference can be illustrated in Figure 4.5.
Since LRC uses a more complex encoding when computing global parities, it provides more

durability against disk failures. As a tradeoff, it requires more computation overhead, more update
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(a) CL-LRC(19,12,3,5) Global Parity Encoding
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(b) MLEC (4+1)/(3+1) Network Parity Encoding

Figure 4.5: Global(network) parity encoding for CL-LRC and MLEC. The figure illustrates
the difference in network(global) parity encoding computation between CL-LRC(19,12,3,5) and
MLEC (4+1)/(3+1). For simplicity, we don’t show the encoding coefficients in the figure. Instead,
we use different operation symbols to illustrate that different parities are encoded using different
computations.

[
[
]

cost (when LRC updates A1, it needs to update Ap, Py, P>, P3, P4), more network repair computa-
tion overhead, network traffic, and rebuild 10. Therefore, we will need to compare the overheads

of MLEC and LRC with comparable durability.
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CHAPTER 5

MODELING DATA DURABILITY

We will model the data durability using Markov Chain, as shown in Figure 5.1.

Each circle represents a system state, and the number in the circle represents the number of
failures in the system.

Suppose an erasure-coded system has § storage devices, and each storage devices fail at the
respective constant rate of A. Then in the system single device failures happen at the rate of SA.
When failures happen, the failed disk is repaired at a specific repair rate u. It’s possible for another
disk to fail before the failed disks are repaired. The system can tolerate at most k failures. When
there are k+ 1 failures, data has been lost (DL).

When building the model, one important thing is to quantify the repair rate y. The repair rate
depends on the system scale, the adopted erasure coding approach, and the deployed repair ap-
proach. Therefore, we will need to analyze the repair rate for different erasure coding approaches,

including SLEC, MLEC, and LRC, and model their durability.

SA (S—14
UROR R o
H 203
Figure 5.1: Markov Chain of System States. An erasure-coded system has S storage devices.
Each storage device fails at the respective constant rate of A. When failures happen, the failed disk

is repaired at a specific repair rate . The system can tolerate at most k failures. At k+ 1 failures,
data has been lost (DL).
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CHAPTER 6

SIMULATOR DESIGN

We will build a Monte Carlo simulator to simulate how a storage cluster behaves against disk
failures and rack failures under different erasure coding policies. We will run the simulator against
both independent failures and correlated failure bursts. Based on simulation results, the simulator
should be able to report system durability, which will be used to verify the math model. The
simulator will also report other metrics, including network traffic, rebuild 10, etc., which will be
used in the evaluation section to compare MLEC with SLEC and LRC.

The simulator should work in this flow:

* Given a storage system composed of X racks and Y disks per rack, we generate X - Y random

disk failures, assuming disk failure follows a particular distribution.

» We simulate rebuild behaviors of different EC approaches to see if the system will fail in one

year.

* We repeat the simulation M times, and get N system failures and M-N survivals. Then the

probability of data loss is N/M.

* Thus the system durability, which is the probability of system survival, will be 1 — N /M.

The durability results from the simulations can be used to verify the math model. We can also

measure other metrics using the simulator.

23



CHAPTER 7

EVALUATION

We will evaluate and compare MLEC, SLEC, and LRC under independent failures as well as
correlated failure bursts.

The CPU computation throughput will be measured using the Intel ISA-L tool [3].

Other metrics will be measured using the math model and the simulation results.

We will compare the overheads of different erasure approaches given similar durability.
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CHAPTER 8

RESEARCH PROGRESS AND PLAN

Project Progress | Descriptions

Background Literature v’ we have completed the literature review on existing erasure

Review coding approaches

MLEC Design v’ we have come up with an MLEC architecture which com-
bines the benefits of the two SLEC approaches, and we’ve
proposed several design choices.

Durability Modeling O we plan to build a Markov Chain model to compute the
durability of MLEC, SLEC, and LRC in Autumn’22

Simulator Development O we plan to implement a simulator to simulate the behaviors
of MLEC, SLEC, and LRC in Winter’23

MLEC Design Choice O we plan to analyze different MLEC design choices with the

Analysis help of the simulator in Spring’23

Evaluation O we plan to evaluate MLEC, SLEC, and LRC against both
independent failures and correlated failure bursts in Sum-
mer’23

Dissertation 0 we plan to write the dissertation and finish the defense in
Autumn’23

Table 8.1: Researh Progress and Plan.
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