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Abstract

With the rise of remote cloud services and the consequent rise in data
breaches, there is an increased need for the secure outsourcing of data.
The problem of enabling query processing over encrypted data without
decryption is a challenging one, and approaches ranging from software to
hardware solutions have been proposed. In this work, we take a closer look
at a class of solutions that are efficient and deployable in the near-term
future and that employ the use of light weight symmetric key primitives. In
exchange for this added efficiency, these schemes leak certain information
about the underlying data and queries. We explore the limitations of what
a passive server-side adversary can learn from this information leakage,
and present practical constructions that minimize leakage while supporting
complex queries.

In the first two parts of this work, we present the first attacks on schemes
that support range queries over multi-attribute (or multi-dimensional) data.
We describe the information theoretic limitation of reconstruction attacks
in two settings and show that, in both cases, there can be an exponential
number of distinct databases that produce equivalent leakage. We present
a full database reconstruction attack that reconstructs the database when
all queries are observed. We then relax these assumptions, and present an
order reconstruction attack and an approximate database reconstruction
attack that require only a strict subset of the possible range queries to
succeed.

In the third part of this work, we shift our focus to schemes that
support shortest path queries on graph-structured data. We initiate our
study by describing a query recovery attack on a graph encryption scheme,
which we call the GKT scheme (Ghosh et al. AsiaCCS 2021). We then
present a modified version of the GKT scheme with reduced leakage at
the expensive of interactive queries and increased storage overhead. Our
proposed scheme uses data-structure techniques to decompose the graph
into non-intersecting sub-paths which are then encrypted. We support our
scheme with a detailed cryptanalysis and explain why this new approach
provably mitigates our previous attack.
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1 Introduction

“
Thesis statement: Systems that enable the efficient pro-
cessing of complex queries over encrypted data often leak
information about the underlying data and their queries. We
take a combinatorial approach to cryptanlyzing this leakage
and mitigating these attacks. ”Data breaches have been occurring with alarming frequency in the last few

years, with billions of accounts being compromised in the Yahoo, Alibaba, and
LinkedIn data breaches alone [1]. When such information is compromised, the
effects - such as identity theft and financial fraud - can be devastating. Encryption
can mitigate the risk of a data breach, however, the straightforward solution for
encrypting data prevents the server from being able to search over the encrypted
data without possession of the decryption key.

Encrypted databases (EDBs) provide one of the only plausible solutions
for strongly mitigating such attacks. EDBs have been extensively studied, and
many solutions have been suggested to enable server query processing over
encrypted data on behalf of clients. One potential solution is to use heavy theo-
retical cryptographic solutions such has fully-homomorphic encryption [2] or
oblivious RAM (ORAM) [3]. While these provide strong security guarantees,
they are still not as efficient as we would like them to be despite many recent
advances. Another solution is to use trusted hardware solutions, such as Intel
SGX [4,5,6]. However, while readily deployable with today’s technologies, trusted
hardware has been shown be vulnerable to powerful timing attacks [7], attacks
leveraging rogue data cache loads that can extract secret keys [8], and code-reuse
attacks that do not even require kernel privilege [9]. Hardening applications
against such attacks often requires re-writing the application code [10] or using
ORAM [11]. More over, trusted hardware still requires trusting a third party i.e.
the company that manufactures the hardware.

The third class of solutions, which we will refer to as structured encryption
(STE) [12], is what this thesis is concerned with. Such solutions use light weight
symmetric key primitives to encrypt structured data. This structured data may
take on various forms ranging from document-oriented data to tree-structured
data to matrix-structured data. The efficiency of STE schemes comes at a cost:
these schemes are inherently “leaky” and reveal certain information about the
underlying data and queries being issued. In fact, a number of attacks that
leverage this leakage have been described (e.g. [13,14,15,16,17]). As such, the
state of the art is still far from being as secure as we would hope. Understanding
the security of practical STE schemes is a key-question in applied cryptography
and computer security.

This thesis aims at advancing our understanding of the security of
STE schemes and making strides towards more practical schemes that
support complex queries. In particular, we propose to investigate schemes
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that support range queries over multi-attribute (multi-dimensional) datasets and
shortest path queries over graphs. We plan to develop novel constructions and
cryptanalyze them. Our work will include both theoretical and experimental
contributions.

2 Proposal Outline

We now describe the organization of this thesis proposal.
Chapters 3-4 overview work we have already performed. In Chapter 3, we

present our paper “Full Database Reconstruction Attack in Two Dimensions,”
joint work with Evangelia Anna Markatou, Akshima, David Cash, Adam Rivkin,
Jesse Stern, and Roberto Tamassia which appeared in CCS 2020 [17]. Chapter 4
covers our follow-up paper “Reconstructing with Less: Leakage Abuse Attacks in
Two Dimensions,” joint work with Evangelia Anna Markatou, Roberto Tamassia,
and William Schor which appeared in CCS 2021 [18].

In Chapter 5, we present our proposed work. The first part of this chapter
describes ongoing research on an efficient query recovery attack against a recently
published graph encryption scheme [19], for which we have already obtained
promising preliminary results. In the second part of the chapter, we outline our
plans for developing a novel graph encryption scheme that employs data-structure
techniques to reduce leakage and mitigate our described query recovery attack.
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