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ABSTRACT

Concurrency bugs are difficult to detect as they are synchronization problems that only
manifest under rare timing conditions. Recent work demonstrates that active delay injection
can be used to detect one type of concurrency bugs - thread-safety violations - with low
overhead, high coverage, and no program analysis. However, whether such an approach can
work with similar efficiency and coverage for other types of concurrency errors remains an
open question.

In this paper, we explore whether this state-of-the-art technique can be applied to detect-
ing other types of concurrency bugs. Particularly, we investigate a class of synchronization
problems that appears between object usage and its initialization or disposal, referred to
as MEMORDER bugs. We first show experimentally that the current state-of-the-art delay
injection approach leads to high overhead and low coverage for MEMORDER bugs, as their
unique nature cause high delay density and high delay interference. We then design WAFL,
a tool that customizes the injection location finding and injection execution strategies to
match the nature of MEMORDER bugs. Our evaluation on 11 popular open source C#
applications shows that WAFL can expose more bugs with less overhead than the current

state-of-the-art.
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CHAPTER 1
INTRODUCTION

Concurrency bugs are difficult to detect and time-consuming to diagnose, as they only mani-
fest under rare timing conditions [6,23,28,30]. Many of them escape rigorous in-house testing
and cause severe production failures [17,20,22,45]. Among the various approaches to detect-
ing concurrency bugs before code release, active delay injection is particularly promising in
its high detection accuracy. Recent work [30] demonstrated an active delay injection design
that can detect one type of concurrency bugs, thread-safety violations, with low overhead
and high coverage. However, whether this approach can work with similar efficiency and
coverage for other types of concurrency bugs remains an open question.

As illustrated in Figure 1.1, active delay injection [13,25, 30, 36, 43] identifies strategic
locations in a program where concurrency bugs may exist and injects delays at run time to
exercise rare timing conditions and increase the chance of exposing concurrency bugs. This
approach naturally has high accuracy, as it reports a bug only after the bug manifests under
the bug-triggering timing. However, it traditionally suffers from high overhead and/or low
bug coverage, until recent work TSVD [30] shows some new design philosophies:

To identify injection locations, there is a need to perform happens-before analysis [26]
to prevent inserting delays on correctly synchronized locations. This involves a cost trade-
off. On the one hand, performing the happens-before analysis to prune delay injection
points [36, 43| requires heavyweight analysis either statically or dynamically (i.e., 5x—10x
slowdowns [15,30]). On the other hand, performing no happens-before analysis can result in

too many injection points [13,25] resulting in high overhead or large number of runs. TSVD

Identifying Injecting delays
injection locations . at run time ‘
Prym——
p—— )
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« When to identify? ®—— | - When to delay? o0
®
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Figure 1.1: The workflow of active delay injection
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resolves this trade-off by relying on easy-to-measure physical time to infer which locations
are likely un-synchronized.

To carry out the injection, traditionally many bug detection runs are needed in exchange
for a high detection coverage. Since previous work worried that too many program locations
receiving delays in one run may lead to delay interference and too much overhead, delays are
only injected at a small sampled set of candidate locations in each run and many runs are
needed to reach good coverage [13,25,36,43]. In contrast, TSVD squeezes many locations’
delay injection, as well as the candidate-location identification, all into one run, and empiri-
cally shows that this new design can discover many bugs in just one or two runs, much more
effectively than traditional detectors.

Although effective, the design of TSVD focuses on one specific type of concurrency bugs,
thread-safety violations, and it is unclear whether its design works for other types of con-
currency bugs.

This paper designs a lightweight active delay injection tool— WAFL — that effectively
exposes an important type of concurrency bugs, refer to as MEMORDER bugs. These are
bugs caused by the lack of synchronization between an access to a memory object and
the initialization or destroy of the object. MEMORDER bugs are crucial to expose before
software release, because they cause use-after-free or use-before-init errors, and potential
memory corruptions and software crashes.

MEMORDER bugs also present important research challenges, as they have drastically
different location and timing properties from thread-safety violations, well representing real-

world concurrency bugs beyond thread-safety violations:

e Location wise, thread-safety violations can only occur at call sites of thread-unsafe APIs
[30], while MEMORDER bugs can occur at any memory accesses to shared variables,

which are much more common,;

o Timing wise, exposing a thread-safety violation requires the execution windows of

two thread-unsafe API calls to overlap, while exposing a MEMORDER bug requires a
2



memory access to occur before its corresponding initialization or after its correspond-
ing destroy. They represent the two fundamentally different concurrency-bug timing

conditions: atomicity violations for the former, and order violations for the latter [33].

We first designed WAFLBASIC that applies the TSvD approach in a straightforward way:.
Specifically, instead of focusing on thread-unsafe API calls, WAFLBASIC monitors every
read, write or method call related to heap objects. Thus, when formulating bug candidates,
WAFLBASIC searches for use-before-init and use-after-free patterns, rather than thread-
unsafe concurrent API calls. Otherwise, the original delay injection philosophy of TSVD
remains unchanged.

Unfortunately, the efficacy of WAFLBASIC is limited. In our evaluation, WAFLBASIC
injects delays at a much denser rate than TSVD, and struggles at both overhead and detection
coverage. This experience revealed several design points that needs customization to better

suit MEMORDER bugs:

How to identify delay candidate locations? Our analysis of WAFLBASIC shows that the
location property of MEMORDER bugs presents too many program locations where bugs
may exist for the inference algorithm in TSVD to effectively prune, leading to dense and
useless delay injections.

Fortunately, while generic synchronization tracking is cumbersome and prohibitively ex-
pensive [29], we can complement the T'SVD technique with analyzing one type of synchronization—
that caused by thread forks. This relationship can be inexpensive to track using a feature
available in modern programming languages such as C# and Java. This is particularly help-
ful in shrinking the delay candidate set for MEMORDER bugs by pruning out a significant
fraction of well synchronized object initialization in parent threads. The number of delays
injected at run-time can be greatly reduced by preventing needless attempts to reverse the

execution order of memory access across fork boundaries.

When to identify candidate locations? To minimize the number of bug-detection runs, TSVD

combines its heuristic-based location identification into the same run as delay injection—
3
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after a program location [ is identified, a delay injection is considered the next time when [ is
executed in this run. We found this strategy not suitable in WAFLBASIC, as the dense delay
injection of WAFLBASIC severely affects the efficacy of location identification which relies
on physical-time information. Furthermore, TSVD’s strategy often cannot help exposing
MEMORDER bugs in one run, as many of their candidate locations like object initializa-
tion/destroy only execute a small number of times, or even once, in each run.
Consequently, separating location identification and delay injection into different runs

could fit MEMORDER bugs better.

How long is the delay? TSVD uses a fixed length delay for all candidate locations. This
strategy together with the denser bug-candidate locations necessary for MEMORDER bugs
results in an unfortunate trade-off between longer delays required for bug-exposing capability
and shorter delays for lower runtime overhead.

In comparison, injecting delays with different lengths at different locations is more suit-
able for MEMORDER bugs: the long delays required for exposing certain bugs will not lead

to unnecessary delays at many other program locations.

When to inject delay at run time? To minimize the number of bug-detection runs, TSvVD
injects delays at candidate locations with high probability!, compared with previous work,
and allows multiple threads to pause at the same time. Unfortunately, due to the location
property of MEMORDER bugs, this strategy leads to much more severe delay overlapping in
WAFLBAsIC, with many delays cancelling each other’s effect. Such delay interference and
cancellation occurs almost deterministically to some MEMORDER bugs due to their unique
timing properties. Clearly, more careful coordination during delay injection is needed for

MEMORDER bugs,

Guided by these insights, we build WAFL that applies active delay injection to MEM-

ORDER bugs with new designs at all the above key design points. Given a program under

1. Deterministically injecting delays at every candidate location is widely considered as unacceptable, due
to the huge overhead and delay interference.



test, WAFL runs the program once to identify candidate injection locations with light-weight
happens-before analysis. In the following runs (typically just one more run is needed), WAFL
carries out delay injection with carefully designed delay length and delay-or-not decision
making guided by the information collected from the first run.

We have evaluated WAFL on 11 popular open source applications. Our experiments
reveal that WAFL successfully exposes 18 MEMORDER bugs, including 12 previously known
bugs and 6 previously unknown bugs. For most of these bugs (15 out of 18) and without
any prior knowledge of the bugs, WAFL manages to reliably discover and trigger the bugs,
with failure symptoms exposed, in just two runs. The end-to-end slowdown is only 2.5x
compared with running the bug-triggering input once without any instrumentation. Our
evaluation also shows that WAFL exposes more bugs with much less overhead than various

alternative designs.



CHAPTER 2
BACKGROUND

TsvD is an active delay injection tool that aims to expose thread-safety violations. Empiri-
cally, it reported significantly more bugs (1,000+) with much less overhead (less than 40%)
than traditional delay injection techniques [30]. Since our goal is to adapt its delay injection

philosophy to MEMORDER bugs, we provide more details about T'SvD below.

How to identify delay candidate locations? Given a program binary, TSVD first in-
struments program locations where thread-safety violations may occur, namely call site of
thread-unsafe APIs [30]. Later, at run time, TSVD collects information at these instru-
mentation points and leverages two heuristics to maintain a set S of thread-safety violation
candidates. Fach candidate is in the form of a pair of program locations {/1, fo}: API
calls at 1 and f9 may contribute to thread-safety violations. Consequently, /1 and ¢ are
candidate locations for TSVD to inject delays, in order to expose potential thread-safety
violations. We will refer to S as the candidate set.

The first heuristic — near miss tracking — adds candidate pairs to S based on con-
straints related to the threads involved, objects being accessed, and physical time stamps.
Specifically, if one thread-unsafe API is invoked at location ¢ from thread thd;, accessing
object obji at time 71, while another is invoked at location ¢9 from thread thds, accessing
objo at time 1, TSVD adds {/1,ls} to S iff 0bj; = objo, thdy # thdy and |11 — 3| < 4, for a
time gap threshold §. The intuition is that two thread-unsafe APIs accessing the same object
from different threads are more likely to cause a thread-safety violation if they execute close
to each other at run time.

The second heuristic — HB inferencing — removes candidate pairs from S that are
unlikely to trigger thread-safety violations based on delay injection feedback. Assume T'sSvD
added a candidate pair {¢1,/2} to S. When a delay is injected before location ¢ in thread
1, T'svD checks whether it causes a proportional slowdown before location ¢9 in thread 2. If

true, TsvD infers that there is a likely happens-before relationship between ¢; and /9 and
7



consequently removes {1, f2} from S.

When to identify candidate locations? To minimize the number of bug-detection runs,
TsvD carries out the above two heuristics to dynamically update S in the same run as it
injects delays. After adding {¢1,¢>} into the set of candidate pairs, TSVD injects a delay

before 1 immediately at the next opportunity, when ¢; is exercised again in the same run.

How long is the delay? TsvD relies on fixed-length delays. Specifically, whenever a delay
is to be injected, TSVD injects a sleep of ¢ milliseconds. The configuration of ¢ balances
the performance and bug-exposing capability: when § is too short, many bugs are missed;

when ¢ is too long, delay injection overhead becomes prohibitive.

When to inject at run time? For each candidate pair {¢1, {2}, TSVD injects a delay with
100% probability when #1 is exercised for the first time. However, each time this action fails
to reveal a thread-safety violation, the probability of injecting a delay before ¢ in the future
drops by a small constant \. When its probability reaches 0, all candidate pairs involving ¢1
are removed from S. This decay constant is carefully set: If A is too small, many ineffective
delays would contribute to an overhead increase. If too large, only few candidate-locations
are delayed, thus many runs are needed to thoroughly search for bugs.

Finally, T'SvD injects delays aggressively and allows multiple threads to be blocked in
parallel, in order to reduce the number of runs needed to expose thread-safety violations.
Although delays injected simultaneously could overlap and thus cancel each other’s effect,
the scarcity of candidate-locations related to thread-safety violations, combined with the

probability decay scheme avoid interference in most situations [30].



CHAPTER 3
WAFL BASIC: APPLYING THE STATE-OF-THE-ART TO
MEMORDER BUGS

We designed WAFLBASIC strictly following the design of TsvD [30]. The main difference is
that WAFLBASIC needs to consider different program locations in order to expose MEMO-

RDER bugs. However, the delay injection philosophy of T'SVD remains unchanged.

3.1 How to identify delay candidate locations?

Instrumentation sites WAFLBASIC first instruments every program location where a
MEMORDER bug may occur. Specifically, WAFLBASIC instruments all the reads, writes,
and method calls from/to heap-allocated objects in a target binary. For each operation,
WAFLBASIC records the corresponding object ID, physical timestamp, the operation type,
and the thread conducting the operation at run time.

At run time, an instrumented operation may be categorized into the following three types
that are related to MEMORDER bugs: object initialization, object disposal, and object use.
An operation that changes the state of the underlying object from NULL to non-NULL is
considered an object initialization; an operation that changes the state of the underlying
object from non-NULL to NULL or makes an explicit call to the object’s destructor is considered
an object disposal; a method call or a field access made through an object, like obj.foo()
or obj.field, is considered an object use.

Adding to the candidate set S. WAFLBASIC adapts the near-miss heuristic of TSVD to
match the characteristics of MEMORDER bugs. Consider an object initialization (or object
use) happens at location ¢, from thread thdy, on object 0bji, at time 71, and another object
use (or object disposal) happens at location (5, from thread thds, on object objo, at time
To. WAFLBASIC adds {1,052} to S as a candidate of use-before-init MEMORDER bug (or a

use-after-disposal MEMORDER bug) if these conditions are met: obj; = obja, thdy # thds,
9



T — 7] < 0 (6 is the size of the near-miss window).

Here, {{1, 0>} forms a MEMORDER bug candidate. Given the timing condition of MEM-
ORDER bugs, ¢1 then becomes a candidate location for WAFLBASIC to inject delays in order
to expose the potential MEMORDER bug. In other words, WAFLBASIC will inject delays
before an object initialization, hoping to make it execute after the corresponding object use;
WAFLBASIC will also inject delays before an object use, hoping to make it execute after the
corresponding object disposal.

Removing from the candidate set S WAFLBASIC similarly adapts the happens-before
inference heuristic of TsvD. Given a potential MEMORDER bug between two memory
accesses occurring at locations ¢1 and ¢9, respectively, WAFLBASIC checks whether a delay
injected before ¢7 is observed to block the progress of the other thread right before ¢o. If the
delay propagates, £1 and {5 are likely ordered by a happens-before relationship and the pair

is removed from S.

3.2 What are other design decisions?

The remaining design of WAFLBASIC follows that of TSvD.
When to identify candidate locations? WAFLBASIC injects delays in the same
run as it adds and removes pairs from the candidate set S, hoping to facilitate exposing

MEMORDER bugs in a minimal number of runs.

How long is the delay? Similar to TsvD, WAFLBASIC injects delays of a fixed length

0, which is set to be 100 milliseconds by default as in TSVD.

When to inject delays at run time? Similar to TsvD, WAFLBASIC injects a delay
at any location in the candidate set with a probability, which starts at 100% and gradually
decreases towards 0 if no MEMORDER bugs can be uncovered there. Also similar to TSVD,

WAFLBASIC allows multiple delays to block multiple threads in parallel.
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App Instrumentation Sites | Injection Sites

TSV MO | TSV MO
Applicationlns. 8.7 188.6 | 0.1 3.5
FluentAssert. 57.3 76.9 | 0.3 5.9
Kubernetes 5.6 338.5 1.5 3.8
MQTT.Net 23.2 544.1 7.9 156.6
NetMQ 49.2 619.0 | 13.5 143.4
NSubstitute 1.3 261.4 0.6 10.7
NSwag 2.2 1104 | 0.3 70.8
Ssh.Net 56.3 179.0 | 04 13.1

Table 3.1: Average number of unique static instrumentation and delay-injection sites for
thread-safety violations (TSV) and MEMORDER bugs (MO) across all test inputs.

3.3 How well did WaflBasic do?

We evaluated WAFLBASIC using 11 open-source applications with 12 previously reported
MEMORDER bugs (the details are in Table 6.1 and 6.2).

Our experiments found that, although WAFLBASIC can expose some MEMORDER bugs,
it fails to expose others even after many runs and also incurs large overhead for several
applications. Particularly, we observed several properties of WAFLBASIC that reflect the
fundamental difference between MEMORDER bugs and thread-unsafe violation bugs. These

properties will lead our design of WAFL in Section 4.

Too many program locations in play. Due to the different location properties between
MEMORDER bugs and thread-safety violations, WAFLBASIC faces much denser instrumen-
tation sites than TSVD (i.e., heap operation locations versus thread-unsafe API call sites).
Indeed, for the 8 applications listed in Table 3.11, WAFLBASIC’s instrumentation sites are
more than 10 times more common than TSVD’s in most cases. With this bigger base to start
with more program locations tend to pass the near-miss heuristic at run time and get added
to the delay candidate set S. As also shown in Table 3.1, WAFLBASIC’s delay injection

locations are more than 10 times more than TSVD’s in most cases.

1. The public version of TSVD cannot instrument the other 3 applications in our benchmark suite.
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Too much delay overlap. To quantify the overlap we run every test suite for the bench-
marks in Table 6.1 and compute the complement of the ratio between the projection of all
delays over the total delay value injected. This way, if no delays overlap, the value is is 0
while if all delays overlap the ratio is close to 1 (i.e., %, with D representing the total
number of delays injected at run time). For TsvD, the average overlap ratio is less than 1%
for 9 out of the 11 applications, with the remaining 2 applications having 12% and 15% aver-
age ratio, respectively. In contrast, for WAFLBASIC, the ratio is 2 — 28%, with 3 application

above 25%.

Too few dynamic instances. A main reason why TSvD is able to detect many thread-
safety violations in just one run is that most thread-unsafe API calls are executed for many
times in each run, offering many chances for bug manifestation [30]. Unfortunately, this
is not true for MEMORDER bugs. In particular, many objection initialization operations
naturally execute a small number of times per run. In our measurements, the median
number of dynamic instances of all object initialization operations is 2 across all applications

we evaluated.
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CHAPTER 4
WAFL: A CUSTOMIZED DELAY INJECTION TOOL FOR
MEMORDER BUGS

To tackle the challenges faced by WAFLBASIC, we designed WAFL. As illustrated in Figure
4.1, WAFL first runs the targeted program binary once, referred to as the preparation run,
without any delay injection and analyzes the run-time information to identify an initial set of
delay candidate locations and to determine the delay length at each location. In subsequent
runs, referred to as detection runs, WAFL carries out the delay injection using information
collected during the first run and the real-time feedback from currently injected delays. In
the following, we describe WAFL’s design decisions and how they differ from WAFLBASIC

one by one.

4.1 How to identify delay candidate locations?

What went wrong in WaflBasic? To identify candidate locations, TSvD and hence
WAFLBASIC completely disregards traditional happens-before analysis and instead uses run-
time heuristics (near-miss window and happens-before inference) to infer what operations
may be un-synchronized and hence should be part of the candidate set S. Unfortunately, this
design did not work well for WAFLBASIC, affecting detection overhead and bug coverage,
for several reasons.

First, MEMORDER bugs naturally present many more instrumentation sites than thread-
safety violations, which then contributes to an increased number of delays getting injected
and higher run-time overhead.

Second, the happens-before inference can be less accurate in WAFLBASIC due to delay
overlaps. TSvD and WAFLBASIC infer a happens-before relationship between two locations
{1 and #9, if injecting a delay on thread 1 before ¢1 causes a proportional slowdown on thread

2 before /9. However, if another delay is injected in thread 2 around the same time as and

13



WAFL

Prc_)gram [> Preparation Run Detection Run(s)
Binary
Trace Collection | Candidate | Delay Injection MemOrder
e Set S 3 [>Bug Reports
Sjifte [> Trace Analysis Delay Feedback

Figure 4.1: Workflow diagram of WAFL.

thus overlapping with the one before ¢1, happens-before inference cannot be conducted as we
cannot reliably determine whether the slowdown on thread 2 is caused by a synchronization
operation or is solely the effect of the second delay. Consequently, the more delay overlap,
the less effective happens-before inference is.

Finally, even when the run time happens-before inference is as accurate as for TSvD, it
offers little help to those locations that only execute a small number of times per run, such
as those object initialization operations. By the time WAFLBASIC infers the happens-before

relationship, the related program location no longer gets exercised in that run.

Design of Wafl At the first glance, WAFL may need to go back to full-blown happens-
before analysis, which would require significant manual effort in annotating synchronization
operations in addition to the a high overhead cost incured by the happens-before analysis
itself [29,30].

Fortunately, we found that a sizable fraction of MEMORDER bug candidates are causally
ordered by a specific type of happens-before relationship — that between parent and child
threads/tasks. Typically, this happens because many objects are allocated in a parent thread
before the worker threads are spawned. Consequently, WAFL supplements WAFLBASIC with
parent-child relationship analysis. Pruning these ordered MEMORDER candidates during the
preparation run reduces the number of candidate program location where WAFL can inject

delays. As Table 6.4 shows, failing to remove them impacts the performance of our tool of

14



1.17x on average. However, the impact on the more memory-intensive application is much
larger (e.g., 1.73x for NpgSQL, §6.4)

To track this parent-child relationship, traditionally we need to instrument every place
where the parent forks a child thread or task. This is actually challenging in modern lan-
guages such as C# that have many ways for thread/task creation. Consequently, instead of
instrumenting various types of thread/task forks, WAFL leverages a special type of thread-
local storage that automatically gets copied from a parent to all child threads at the moment
of thread creation, called logical call context (LCC)—a language feature supported by many
modern languages such as C# and Java [10,11].

Using the LCC mechanism, WAFL tracks happens-before relationships induced by thread/task
forks by implementing vector clocks on top of the logical call context object. In each
thread’s LCC, WAFL creates a thread-local vector clock that is represented as a set of
tuples {(tidy, rcounty), (tido, rcounts), ...}, with each tuple representing a thread ID and a
reference to the corresponding logical time counter. When a child thread is created, the LCC
(and the vector clock) of the parent is automatically propagated to the child thread, at which
point WAFL creates a vector clock of the child thread based on the clock of the parent thread.
We design the vector clock object’s constructor that (1) appends a tuple (tidy, 1), with tidy,
being the child thread ID, to the vector clock content copied from the parent thread; and
(2) increments the logical counter of the parent using the counter reference that got passed
through the logical call context, making the parent’s vector clock consistent again.

With these thread-local vector clocks in place, before WAFL adds a pair {¢1, ¢2} into the
candidate set S, it will makes sure not only that 79 — 71 < § but also that the vector clock

of tid; at the moment of 71 is concurrent with the vector clock of tidy at the moment of 9.

4.2 When to identify candidate locations?

What went wrong in WaflBasic? The design decision of combining delay-location iden-

tification and delay injection into the same run does not benefit detecting MEMORDER bugs
15



as much as it benefits detecting thread-safety violations, because program locations involved
in many MEMORDER bugs only have few dynamic instances, as mentioned in Section 3.3.
For these program locations, since they execute for only few times, or not at all, after been
identified as delay candidate locations, whether to start delay injection immediately in the
same run or to wait until the next run makes little difference.

Furthermore, our evaluation has observed that the injected delays sometimes interfere
with delay-location identification, which relies on physical time information. For example,
a pair of delay-candidate locations {1, {2} observed during a delay-free run may disappear
once delays are injected, as delays injected between the execution of ¢; and /9 may stop
them from executing close to each other, failing the —71-179— | § requirement. Intuitively,
the more delays injected at run time, the more severe this interference is.

Design of Wafl WAFL decides to conduct a delay-free run for planning purpose (i.e., the
first run illustrated in Figure 4.1) before delay injections in subsequent runs. In the first run,
WAFL uses the near-miss heuristic together with the parent-child relationship based pruning
to establish a set of delay candidate locations S. In later runs, delays will be conducted at
these locations, while the HB-inference heuristic continues to prune out locations from S that
are unlikely to lead to bugs. In addition, WAFL also leverages the delay-free environment
during the first run to collect timing-sensitive information that helps guide delay injection,
which we will elaborate on in the next two sub-sections.

Note that, the use of a delay-free run can potentially increase the cost of WAFL, as
at least two runs are needed to expose a MEMORDER bug now. We believe the benefit

outweighs this extra cost, and we will experimentally validate this in Section 6.

4.3 How long is the delay?

What went wrong in WaflBasic? WAFLBASIC struggles at finding a delay length that
can balance performance and bug-exposing capability. Comparing with TsvD, WAFLBASIC

incurs much larger overhead under the same delay-length setting due to the much larger
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candidate-locations example

Figure 4.2: Examples of delay interference

delay candidate set as discussed in Section 3.3. For example, under the default 100 mil-
liseconds delay-length, TSvD only incurs 15%, 9%, and 11% overhead while running all the
test suites of ApplicationInsights, FluentAssertion, and Kubernets.Net [30]. In comparison,
WAFLBASIC incurs over 100% overhead for the set test suites of these three applications
(Table 6.3). We could lower this overhead by using a much shorter delay length, but the bug
exposing capability would drop. For example, decreasing the delay length from 100 down to
10 milliseconds would speed up the average performance of WAFLBASIC by about 4 times
across all multi-threaded test inputs of the application NetMQ. Unfortunately, the known
MEMORDER bug in NetMQ, which could be exposed by WAFLBASIC under 100 milliseconds
setting, could no longer be exposed under the 10 milliseconds setting even after many runs.

Design of Wafl To address this challenge, WAFL leverages the observation that different
bugs have different time gaps between corresponding operations in bug-free runs (i.e., the
time gap between an object initialization and its use; or between an object use and its
destroy) and hence injects delays of different lengths at different locations. Specifically, for
the 10 known bugs, our measurement shows their time gaps to range from less than 1ms
to around 100ms. Consequently, if we observe the time gap between ¢; and ¢ to be much
shorter than /3 and ¢4 during a delay-free run, we can inject much shorter delays at ¢ than
that at /3 during delay-injection runs.

During the preparation run, when WAFL observes a program location ¢1, such as an

object use, to execute shortly after its conflicting operation /9, such as an object init, WAFL
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not only adds ¢ into the candidate location set S, but also adds the time gap 71 — ™ as
part of the record of {1, denoted as leny, into S. Later on, when /7 is executed again, WAFL
again measures the time gap between ¢1 and its most recent conflicting operation £* (¢* may
or may not be the same as ¢9), if the time gap is smaller than the near-miss threshold and
yet larger than the time gap recorded in S, the record leny, is updated with this longer gap.

Later on, during delay injection runs, the length of the delay injected at a location ¢*
is proportional to the time-gap record of it in S: « - leny, a > 1 (by default, WAFL sets
a to be 1.25). In our experiments, the length of the injected delays ranges from 1 to 100

milliseconds.

4.4 When to inject at run time?

What went wrong in WaflBasic? As discussed in Section 3.3, WAFLBASIC experiences
much more delay overlap than TSVD. These overlapped delays significantly interfere with
each other and cause WAFLBASIC to miss some true bugs with almost 100% probability, as
in these two scenarios:

Interfering bugs. Sometimes, two bug candidates’ manifestation interferes with each other
— one requires thread 1 to execute faster than thread 2, and the other requires thread 2 to
execute faster than thread 1. When attempting to trigger both bug candidates, delay injec-
tion cancels each other. Unfortunately, these cases are particularly common when exposing
MEMORDER bugs, as the manifestation conditions for use-before-init and use-after-destroy
often interfere with each other.

Figure 4.2a illustrates a MEMORDER bug in Applicationlnsights [3]. The bug manifests
when the constructor fails to allocate 1stnr before a WRITE event invokes the OnEventWritten ()
handler. WAFLBASIC consistently misses this bug because it injects delays both before the
allocation at line 2 in thread 1, which aims to push the allocation after the object use (line
8), and before the object use at line 8 in thread 2, which aims to push the use after the

de-allocation (line 8). WAFLBASIC blocks both threads in parallel for the same duration,
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and cannot trigger the bug even after 50 runs.

Interfering dynamic instances. Sometimes, WAFLBASIC injects a delay at a location
/1, hoping to make it execute after location /9. Unfortunately, this delay repeatedly gets
canceled out by a delay at another dynamic instance of /1, which unfortunately is executed
right before /5.

Figure 4.2b illustrates such a MEMORDER bug in NetMQ [1]. The failure happens when
a connection is abruptly terminated causing several shared objects to be disposed (e.g.,
m_poller on line 8 of thread 1) while other threads are still processing network packages
(e.g., m_poller on line 11 of thread 2). To trigger this bug, WAFLBASIC injects a delay right
before line 11, aiming to push the use of m_poller there in thread 2 to execute after the
dispose in thread 1. Unfortunately, since line 11 is also executed right before the dispose in
thread 1 under a different call context, both threads always get delayed at around the same
time for the same amount of time which prevents WAFLBASIC from exposing the bug even
after 50 runs.

Design of Wafl A naive solution to this delay-interference problem is injecting only one
delay in every test run, like previous work [36,43]. However, this would require too many
testing runs, as WAFL routinely observes tens of location-candidates after the analysis run of
just one input. A better solution might be to change WAFLBASIC to avoid any parallel (i.e.,
overlapping) delays. However, according to TSvD, completely avoiding parallel delays may
cause some bugs to take many runs to expose. This could be even worse for MEMORDER
bugs: if the delay location of a true bug only executes for once or twice in a run, it may
never get exposed if another delay location happens to execute right before it from another
thread.

The high level idea of WAFL’s solution is to enhance WAFLBASIC so that a delay planned
to be injected before /1 is skipped when an interfering delay is ongoing. Here, we consider a
delay planned for £* in thread ¢9 to interfere with another delay planned for /1 in a different

thread ¢, if two conditions are met, as illustrated in Figure 4.3: (1) ¢* executes before ¢ in
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< interference window

v

Figure 4.3: lustration of delay interference. The interference window— when a concurrent
delay injected in thread 2 can cancel the effect of that injected before £1— is highlighted.

the same thread, so that {{1, f2} happens to be a bug candidate that we aim to expose by
the delay at £1—the delay at ¢£* blocks the thread of /9, essentially canceling out the attempt
of making ¢ execute after fo; (2) £* executes shortly ahead of ¢; or right between ¢; and
lo9—otherwise, the interference is negligible.

A challenge in realizing the idea above is that we cannot predict whether fo will be
executed in the thread of £* at the moment when /¢y is to be executed and hence we cannot
predict for sure which delays might interfere. To address this challenge, we leverage the
delay-free analysis run. During the delay-free analysis run, as part of the near-miss heuristic
checking, when the execution reaches f9 and identifies f9’s conflicting operation ¢1 inside
the near-miss window, WAFL further checks if any other delay candidate location (e.g., £* in
Figure 4.3) has been executed in the same thread as {5 not too long ago (i.e., after ¢, —9).
If so, that location ¢* is added to the interference location set of ¢1 as part of ¢1’s record in
the delay candidate location set S. Later on, during delay injections, a delay at ¢; is skipped

if one of the interference locations of 1 has an ongoing delay.
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CHAPTER 5
IMPLEMENTATION

We have implemented WAFL to find MEMORDER bugs in .NET applications (e.g., C#).
WAFL has three key components: (1) the instrumenter which statically instruments the
target binary, (2) the trace analyser which constructs the candidate-location set S, and (3)
the runtime which implements the delay injection algorithm. Although our implementation
is .NET-specific, we believe the algorithms are generic enough to be implemented for different

programming languages or test/build frameworks.

WAFL instrumenter. This takes an application binary as input and wraps every heap memory
access (i.e., read/writes to object fields, object method calls) in a proxy call. The proxy call
transfers control to WAFL’s runtime library that implements our logging and delay injection
scheme (see below). To instrument the binary, we rely on a .NET instrumentation framework
called Mono.Cecil [14].

WAFL executes the instrumented application in two phases. In the preparation phase,
it runs the instrumented application to collect a runtime trace containing all heap memory
accesses. No delay is injected in this preparation phase. In the delay injection phase, WAFL

carefully injects delay to expose MEMORDER bugs.

WAFL s trace analyzer. This analyzes a run time trace to identify pairs of memory accesses
likely to cause MEMORDER bugs. At this stage WAFL constructs the candidate set S,
discarding those pairs ordered by happens-before relationships between parent and child
threads, along with those with a physical time gap larger than the near-miss threshold. Next,
it computes the appropriate delay length to inject for each candidate pair in S. Finally, it
identifies which candidate locations interfere with each other if delays are to be injected

concurrently.

WAFL s runtime. This implements the core of our logging and delay injection algorithm.

In the preparation phase, the runtime logs all heap memory accesses along with metadata

21



such as timestamps, accessed object id, access types (creation/read/write/dispose), etc.

In the delay injection phase, WAFL’s runtime injects delays according to the delay plan-
ning done in the preparation. It also conducts heuristic-based happens-before inference and
delay-probability decay to remove locations from the candidate set S that are unlikely to
be buggy. This updated candidate set S, as well as the updated delay probability, are
propagated from one detection run to the next.

Finally, WAFL reports a bug only when a NULL reference exception related to its delay
injection occurs. At that time, the relevant runtime context (i.e., faulty input, candidate
locations involved, stack traces for all threads and delay value information) is recorded as

part of the bug report.
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CHAPTER 6

EVALUATION
Application LoC #M-thread tests #Stars
Applicationlnsights 151.2K 156 0.5K
FluentAssertions 47.7K 41 2.5K
Kubernetes.Net 173.2K 21 0.7K
LiteDB 18.3K 7 6.2K
MQTT.Net 27.1K 126 2.2K
NetMQ 20.7K 101 2.3K
NpqSQL 51.9K 283 24K
NSubstitute 17.9K 13 1.7K
NSwag 101.5K 18 49K
SignalR 51.8K 52 8.5K
SSH.Net 84.4K 117 2.8K

Table 6.1: Benchmark applications.

6.1 Methodology

Benchmarks. We evaluate WAFL on 11 popular open source C# applications from GitHub
(Table 6.1). We picked these applications by searching in Github for C# applications that
(1) are popular, measured by the number of Github stars; (2) contain well-maintained test
suites, which will help us conduct systematic evaluation; and (3) contain confirmed and
clearly described MEMORDER bugs in their issue tracking systems. For the last item, we
first searched for keywords such as “data race” or “race condition” in the issue tracking
systems; in the resulting issue reports, we then searched for keywords such as “exception”
or “crash”; finally, we manually read the issue reports to see if they are about MEMORDER
bugs, with bug-triggering inputs provided.

Following these MEMORDER bug reports, we were able to manually reproduce 12 previ-
ously known MEMORDER bugs in 9 applications (the top 12 bugs in Table 6.1). They will
help us evaluate the bug-exposing coverage of WAFL and other alternative designs. Although

we were unable to reproduce the MEMORDER bugs reported in SignalR and MQTT.Net (we
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suspect the reported bug-triggering inputs or bug code versions are inaccurate), we still
keep these two applications in our benchmark suite, as they both contain a large set of
multi-threaded test cases.

Note that, although we have manually reproduced all the 12 known bugs, we do not
apply our knowledge about these bugs when we evaluate WAFL and other tools. Specifically,
we will apply WAFL and alternative designs of WAFL to every multi-threaded test case in
each application’s test suite, and record how many bugs are exposed, how much slowdowns
are incurred, and so on.

Experiment Setting. We run the benchmarks on a Windows 10 desktop machine with
Intel Core i7-8700 3.2GHz CPU, 16GB of memory and 1TB SSD.

We repeat each performance measurement 5 times, and report the average. Moreover,

WAFL and WAFLBASIC use a near-miss window 9 of 100 milliseconds, the default setting in

TsvD [30]; WAFLBASIC uses 100 milliseconds as its fixed delay length, as in T'svD [30].

6.2 Bug-detection coverage

WAFL uncovers all the 12 previously known MEMORDER bugs, as well as 6 previously
unknown MEMORDER bugs from the 11 applications (18 bugs in total), using inputs from
the applications’ test suite.

Note that, none of these 18 bugs can manifest themselves without delay injection, even
when we execute the corresponding bug-triggering inputs for 50 times. Some of the previously
unknown bugs discovered by WAFL have remained undetected for many months or even years
(e.g., Bug-14). Additionally, WAFL can trigger 3 of the known bugs using a test case which
was already available in the test suite before the issues were reported, indicating that WAFL
is useful in finding hard-to-detect bugs in mature software.

In contrast, WAFLBASIC exposes only 11 out of the 18 bugs. WAFLBASIC cannot ex-
pose any of the other 7 bugs even after many delay injection runs (50 in our evaluation).

This happens because WAFLBASIC injects many more delays and allows much more delay

24



interference than WAFL, as discussed in Section 4.3 and 4.4.

In theory, the number of runs required to expose a MEMORDER bug could vary in different
attempts due to the probabilistic nature of concurrency bugs. Therefore, we repeated our
experiment for 15 times. When we report that a bug can be detected in 1 or 2 runs, we make
sure that is the case in the majority of attempts (i.e., in at least 10 out of the 15 attempts).
Bugs that require more runs to expose tend to behave more non-deterministically. For those

bugs, we report the median number of runs required to expose them in Table 6.2.

6.3 Bug-detection efficiency

For 14 out of these 18 bugs, WAFL reliably exposes them by running the corresponding
test case twice. That is, the bug is reliably exposed in WAFL’s first delay injection run
after a preparation run. The remaining 4 bugs took WAFL 3 or 4 runs to expose. This
happens because NpgSQL, MQTT.Net, and NetMQ perform significantly more heap memory
accesses, which in turn presents many more delay candidate locations for WAFL to search
through.

For these 14 bugs, WAFL’s bug detection imposes 1.2X-5.1X slowdown (median: 2.1X),
comparing with running the bug-triggering input without any instrumentation, as shown in
Table 6.2. For 7 of them, the slowdowns are 2.0X or lower: since the bug’s manifestation
ends the delay-injection run prematurely, the end-to-end time in these cases are similar or
much shorter than running the original test input twice without any instrumentation. The
remaining 4 bugs take a longer time to get exposed (5.4x-12.2x), as they require more than
one delay-injection run to manifest. This is because more delays get injected in each run due
to the denser heap memory accesses in these applications—a similar trend across all their
test inputs, as shown in Table 6.3.

In comparison, WAFLBASIC takes the same number of runs or, in one case more (Bug-
11), to expose only 11 bugs. This is actually surprising, as WAFLBASIC starts delay injection

from the first run, unlike WAFL that spends its first run for preparation without any delay
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injection. For only 3 bugs (Bug-3, Bug-6, and Bug-9), WAFLBASIC was able to expose them
in fewer runs than WAFL (i.e., in its first run); for the other 8 bugs, WAFLBASIC requires
more delay injection runs than WAFL does. As a result, WAFLBASIC incurs longer end-
to-end bug-detection slowdowns than WAFL for 7 out of these 11 bugs, justifying WAFL’s
decision of dedicating the first run for preparation without delay injection (Section 4.2).
Finally, Bug-7 is the only case where WAFL incurs more slowdowns than WAFLBASIC
with the same number of detection runs. The reason is that WAFLBASIC exposes this bug
at the very beginning of the second run, while WAFL does not expose the bug until the end

of its second run (i.e., its first delay-injection run).

6.4 Detailed results

Overhead. In Table 6.3, we report the average overhead of WAFL on every multi-threaded
test case in each application’s test suite, for both its preparation runs and delay-injection
run. We skip LiteDB’s results from Table 6.3, as it contains fewer multi-threaded test cases
as shown in Table 6.1.

WAFL incurs much less overhead than WAFLBASIC in 8 applications, and similar over-
head as WAFLBASIC in the remaining 2 applications (Nswag and Kubernetes.Net). Particu-
larly, for NSubstitute, NpgSQL, and Applicationlnsights, WAFL’s delay-injection runs (i.e.,
R#2) are more than twice as fast as WAFLBASIC’s delay-injection runs. Furthermore, for
MQTT.Net, a protocol communication application, WAFLBASIC incurs so much overhead
that most of the test cases timed out. The performance benefit of WAFL comes from its
decision of analyzing parent-thread causal relationship (Sec. 4.1) and using varied-length
delays (Sec. 4.3).

WAFL achieves reasonable performance for in-house testing. For the preparation run
(R#1), WAFL incurs 9-34% average overhead across all applications except for NpgSQL; for
the first delay injection run (column R#2), WAFL incurs 20-81% average overhead for all

applications except for NpgSQL, NetMQ, and MQTT.Net. These three applications create
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a large number of objects at run time. Even though WAFL achieves significant improvement
over WAFLBASIC, dense delay injections are still conducted for these 3 applications.
Benefit of every design point. Table 6.4 shows how different design points help WAFL’s
bug detection and performance results. We measure the impact on the number of bugs
exposed and overhead incured, averaged across all test inputs in all the applications, when
disregarding one of the four key designs discussed in Section 4 (i.e., w/o parent-child analysis
means WAFL does not prune out parent-child thread causal relationships).

As we can see, every design point has its benefit. Among the 4, the decision of having a
dedicated preparation run without delay injection (Sec. 4.2) and the decision of coordinating
delays to avoid interference (Sec. 4.4) offer the biggest benefit in both bug coverage and
performance. The other two designs are also helpful. For example, for NpgSQL, skipping
parent-child causal analysis would slow down WAFL’s delay injection runs by 1.73x on
average across all test inputs.

False positives. WAFL has no false positives, as WAFL only reports a bug after it triggers
the order violation and observes a resulting null-dereference not handled by the application.
False negatives. Although WAFL successfully detected all the 12 previously known bugs
in our benchmark suite, as well as a few previously unknown bugs, it could definitely miss
MEMORDER bugs for several reasons. First, like all dynamic detection tools, WAFL’s bug
detection capability relies on test inputs. If a buggy code region is not exercised by the
test suite, WAFL cannot detect the bug. Second, like TSVD, WAFL uses several algorithms
that rely on physical time information, such as its delay interference analysis, delay length
analysis, near-miss windows, and so on. Consequently, WAFL could non-deterministically

miss some bugs in the first few delay injection runs.
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App. Base  WAFLBAsIC (%) WAFL (%)
(ms) Run#1  Run#2 R#1 R#2

Applic. 227 122 357 19 38
Fluent. 776 48 48 24 27
Kubernet. 2051 14 37 9 41
MQTT.Net 1768 TimeOut TimeOut 13 332
NetMQ 1657 167 375 34 288
NpgSQL 1118 2818 2509 266 968
NSubst. 344 72 294 26 78
NSwag 995 12 56 14 51
SignalR 267 58 144 13 81
Ssh.Net 702 68 96 16 20

Table 6.3: Average overhead on all test inputs. (Base: the average run time of a test input
without any instrumentation)

# bugs  slowdown
missed over WAFL
no parent-child analysis (Sec.4.1) 0 1.17x

no preparation run (Sec.4.2) 4 1.84x
no learned delay length (Sec.4.3) 1 1.03x
no interference control (Sec.4.4) 6 1.41x

Table 6.4: Alternative designs detect fewer bugs with slower delay-injection runs. (Baseline
# of bugs and performance are from WAFL across all applications).
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CHAPTER 7
DISCUSSION

7.1 Limitations

Our evaluation shows the WAFL’s potential for detecting a broader class of concurrency
bugs. Yet, the current prototype has a few limitations.

First, WAFL’s efficiency is ultimately linked to the number of heap memory accesses
performed by the target application. More memory accesses mean more potential candidate-
locations, thus more delays get injected which, in turn, translates to more slowdown, as
discussed in 6.3.

Second, WAFL’s delay interference detection algorithm is neither sound, nor complete.
WAFL relies on a greedy approach, namely skip injecting a delay at location ¢ if an over-
lapping delay at another location ¢ is ongoing. This strategy is not designed to capture all
sources of interference (e.g., accumulated delays) and could potentially increase the number
of runs needed to expose bugs if some critical delays are withheld for the first few injection
opportunities. However, we did not observe the latter scenario in our evaluation and it is
likely a rare occurrence as delays are injected probabilistically due to the probability decay
heuristic.

Finally, WAFL relies on C# runtime support to identify parent-child thread relationships
at low cost, by essentially infering synchronizations determined by thread fork operations
without having to explicitly monitor fork operations. To the best of our knowledge, no
equivalent inexpensive runtime support exists for thread join operations. This creates an
imbalance where more candidate-locations pertaining to object allocations get pruned during
the (less expensive) analysis run, while more candidate-locations pertaining to object uses

get pruned in the (more expensive) delay injection run(s).
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7.2 Threats to Validity

Internal threats to validity. As described in §6.1, WAFL leverages existing tests suites
shipped with the target application to expose MEMORDER bugs. Thus, our tool could po-
tentially miss bugs that are not exercised by these inputs. Additionally, not all tests provided
by developers exercise multi-threaded code, further narrowing bug coverage. Finally, WAFL
incurs false negatives related to sources of delay interference and happens-before inferencing

as discussed above.

External threats to validity. The 11 applications and 18 bugs in our evaluation (chap-
ter 6) may not be representative of real-world applications. Overall, we made a best-effort

attempt to select non-trivial open-source C# applications that are both popular and broadly

used (Table 6.1).
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CHAPTER 8
RELATED WORK

Concurrency-Bug Detection. Active delay injection is definitely not the only approach
to detecting concurrency bugs.

Some techniques aim to predict what concurrency bugs might occur in the future by
analyzing memory accesses and synchronization operations executed in one monitored run
[15,32,35,37,42,44,47]. Since they have different goals from WAFL, they also have very
different designs and characteristics. Specifically, they do not aim to report bugs without
false positives, which is impractical to guarantee without actually observing how the software
behaves under the buggy timing. Some of them [32,47] appends the bug-detection run with
bug-validation runs, where one or multiple delay injection runs are used to confirm each bug
candidate report, which is much more expensive than WAFL. They require knowledge about
what are the synchronization operations in the software, and typically incur 10X or more
slowdowns in each bug-detection run in order to conduct synchronization analysis and make
bug predictions.

There are also tools that aim to catch concurrency bugs at run time as they manifest [23,
24]. These techniques are orthogonal to the goals of WAFL, which aims to uncover bugs in
build and testing environments, prior to software deployment.

A large amount of research is dedicated to static data race detection [4,12, 31,39, 46].
They requires careful annotation about what are synchronization operations and inevitably
incur more false positives than dynamic tools, which is not suitable for the context of WAFL.
Test Generation. A large number of tools have been proposed to synthesize inputs to
expose bugs inside concurrency libraries [8,38,40,41]. Typically, they rely on generating
sequences of concurrent method calls to help find those that harbor bugs. This is orthogonal
to WAFL: our tool is designed to re-purpose existing tests to uncover memory order bugs.
Systematic testing. Extensive research has been conducted on systematic testing. These

techniques steer the program towards potential buggy interleavings within some bound [16,
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18,19, 27, 34], relying on various coverage measures [5,21], or offering certain probabilistic
guarantees [6]. Despite finding concurrency bugs, these techniques are not designed to min-
imize the number of runs need for bug exposure and bear the cost of controlling the thread
scheduler. In contrast, WAFL is explicitly designed to find concurrency errors in a small
number of runs instrumenting only the target binary.

Causality Inference. Several works explore how to automatically infer happens-before
causality between send /receive messages for system performance [2,9], or for network depen-
dency analysis [7], or for concurrency bug detection [29]. These frameworks require observing
a large number of runs to draw a robust inference, and hence cannot directly help WAFL in

its context of exposing bugs with few runs.
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CHAPTER 9
CONCLUSION

This paper explores a new design point in the active delay injection space, aimed at efficiently
and effectively detecting MEMORDER bugs. We start from existing state-of-the-art and
gradually move towards a novel approach that balances bug exposing capabilities, cost and
practicality. Future research can rely on our experience to further build other resource-

conscious active testing concurrency bug detection tools.
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