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ABSTRACT
When reasoning about cyber-resilience, 
security analysts typically rely on simple 
abstractions of the system to make the 

analysis tractable. In this talk, I will highlight a 
key limitation of this approach: commonly 

used abstractions do not explicitly model the 
ability of an adversary to maliciously induce 
temporal or spatial changes in the system, 

which can then be used to compromise user 
security or privacy. I will illustrate this 

compromise of system security and privacy 
via two case studies of critical systems: public 

key infrastructure, and machine 
learning-based systems.


